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Banks Fined $2 Billion for Employees’ “Off-Channel”
Communications — Is Your Industry at Risk?

By Tarek Helou, Jessica Lonergan and Nicholas Hakun

he U.S. Securities and Exchange Commission
(SEC) recently announced settlements against 11
major financial institutions, resolving an industry sweep
into employees improperly using personal messaging
applications to conduct business. This practice, com-
monly referred to as “off-channel communication,”
occurs when employees engage in business communica-
tions on their personal devices or on unapproved third-
party applications like WhatsApp or WeChat. While the
financial sector, unlike other industries, is required by
law to keep copies of all business-related communica-
tions to or from employees, oft-channel communica-
tions are pervasive across industries. To that end, the U.S.
Department of Justice (DOJ) is preparing guidance for
corporations on this issue, and we expect it to take a
strong stance by recommending that corporations have
robust, transparent, and meaningful compliance solu-
tions to this problem.
Although the SEC brought these cases against banks,
the DOJ’s guidance will apply to every company under
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investigation in any industry — not only companies in
the financial services sector. So, whether or not this is
an issue your company has addressed before, off-channel
communication is a growing issue.

WHAT ARE OFF-CHANNEL
COMMUNICATIONS?

In today’s high-tech environment, monitoring
employee data is an enormous burden. From questions
of employee privacy to the realities of storing massive
quantities of data, firms are constantly confronted with
new challenges on how best to retain essential business
information. And then add on the issue of employees
using unapproved forms of communication to conduct
business.

Many employers do not know that their employ-
ees are using off-channel communication and have no
policies covering their use or method of retaining the
conversations. So, when faced with an investigation or
litigation, employers cannot retrieve, produce, or use
these critical pieces of evidence.

These unapproved forms of communication can take
many forms and are rarely used with malicious intent.
In reality, many employees simply find it easier to com-
municate over WhatsApp than on their work phone
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or on their company-approved app. Other times, cli-
ents may initiate communication on a new platform
and the employee is trying to ensure exceptional cli-
ent service by using the clients preferred method of
communication.

Managers and executives, who often use these unoffi-
cial communication channels themselves, must develop
policies and procedures to ensure that they retain these
communications, because the only other option, pro-
hibiting their use, is an increasingly unrealistic option.
These issues were the very basis for the SEC’s investiga-
tion and recent settlements with the banks.

FINANCIAL SECTOR SETTLEMENTS

After a multiyear investigation, the SEC con-
cluded that 11 major banks’ employees were utilizing
off-channel communications to conduct business. The
issue occurred “at all seniority levels,” and the num-
ber of unretained messages sent, per bank, numbered
in the tens of thousands. These communications were
both internal and external, and often contained crucial
business information, including analysis, market trends,
market color, and discussions involving broker and
investment advisors.

In the settlements, the banks collectively paid fines of
almost $2 billion and were required to hire compliance
consultants, change their policies and procedures, and
work with the SEC to remediate the issues. Of the 11
cases, the SEC orders discussed only two banks’ reme-
diation efforts. Each of those banks took the following
steps:

* Provide training focused on proper communication
techniques;

e Have senior managers send clear messages to
employees about the use of unauthorized commu-

nication channels;

e Enhance surveillance protocols for identitying and
investigating potential off-channel communications;

e Communicate surveillance findings to supervisors;
* Penalize employees for off-channel communication;

e Invest in new technology to facilitate compliant
employee communication; and

e Conduct internal investigations and, if necessary,
collect data from employees’ personal devices.

HANDLING OFF-CHANNEL
COMMUNICATIONS AT YOUR
COMPANY

Every industry faces similar risks with respect to
“off-channel” communications, and government inves-
tigators are increasing their scrutiny of companies’
attempts to remediate the issue. For example, in its
Corporate Enforcement Policy, which covers Foreign
Corrupt Practices Act investigations and has been
applied to other types of cases, the DOJ specifically calls
out “ephemeral messaging platforms that undermine
the company’s ability to appropriately retain business
records or communications.”

Moreover, just recently, Deputy Attorney General
Lisa Monaco announced new guidance' about the DOJ’s
corporate criminal enforcement efforts. Mirroring
what led the SEC to its investigation of the banking
industry, the guidance specifically addressed the use of
personal devices and third-party applications and how
they impede companies’ abilities to monitor commu-
nications for misconduct and recover them during an
investigation.

While the DOJ did not promulgate new guidance
in this memo, Deputy AG Monaco tasked the Criminal
Division with developing best practices so that, in the
near future, it can announce a formal policy on the
issue. The lack of new rules does not mean that you
can wait to address this issue. As evidenced by the SEC’s
recent collection of $2 billion in fines, government
investigators are taking the issue of “off-channel” com-
munications seriously. We expect this trend to not only
continue, but to grow.

Managing off-channel communications is more
than a compliance issue — it’s also a business issue.
Companies need to know what their employees are
saying to colleagues, customers, and regulators. And,
as important, they need to have appropriate proce-
dures to retain that information. For example, if an
investigation or allegation by a customer implicates a
company, not being able to access off-channel com-
munications because they have been deleted or are
not on company servers prevents any chance of refut-
ing the claims.

RECOMMENDATIONS

We suggest evaluating your policies and imple-
menting a risk-based approach that ensures that
you have access to information and also allows you
to conduct business. This is a complex issue with no
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one-size-fits-all solution. Realistically, companies can- compliance controls as an effective and comprehensive
not force employees to use only their company email program.

and never use their personal devices. Instead, the best

solution is to manage this issue by permitting the use Note

ofpersonal devices and messaging apps while designing 1. https://wwwjustice.gov/opa/speech/file/1535301/download.
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