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Since the publication of The Digital Millennium Copyright Act: Text, History, and Caselaw,? courts have con-
tinued to refine their interpretation of the online service provider liability and anti-circumvention provisions of the
Digital Millennium Copyright Act (“DMCA”). While earlier interpretations appeared to tip heavily in favor of
those holding copyrights, as in Universal City Studios v. Reimerdes® and Sony Computer Entertainment America,
Inc. v. Gamemasters,”* recent decisions interpreting the DMCA appear to have somewhat tempered those early victo-
ries. The judicial, administrative, and legislative developments contained in this Supplement represent the ongoing
efforts by courts, agencies, and lawmakers to grapple with the technological innovation that has occurred since the
passage of the DMCA as well as the continuing evolution of electronic commerce. The Constitution makes clear in
Avrticle I, Section 8 that promotion of “the Progress of Science and useful Arts™ depends on an equilibrium between
property rights and the free exchange of information. While the DMCA attempts to strike an appropriate balance
between those goals, the continuing debate over the DMCA’s meaning and application demonstrates that the proper
balance may not have yet been reached in the eyes of many stakeholders.

Online Service Provider Liability

Title 11 of the DMCA provides online service providers with liability limitations, or “safe harbors,” for provid-
ing certain features. The safe harbors extend to (1) transmitting, routing, or providing connections for infringing
material; (2) system caching; (3) information stored by a user; or (4) linking or directing users to infringing material
(e.g. search engines).® In order to qualify for these safe harbors, service providers must meet certain criteria and
requirements. One provision that has received considerable judicial attention pertains to the subpoena process for
identifying alleged infringers.’
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Initially, courts appeared willing to enforce DMCA subpoenas that sought the identities of subscribers who
stored infringing material on their own—rather than service providers’— computers.®2 However, in December 2003
the U.S. Court of Appeals for the District of Columbia Circuit overturned an earlier ruling to that effect and quashed
such subpoenas.® Verizon, the service provider at issue in the case, successfully argued that the provisions of
8512(h) of the DMCA do not apply to service providers who act as mere conduits for data transferred between end-
users. The appeals court thus interpreted 8512(h) to authorize only the issuance of subpoenas against service pro-
viders that store infringing material on their servers.® This interpretation was based on the requirements for obtain-
ing a subpoena set forth in §512(h).

Section 512(h) by its terms requires the copyright holder to file along with the subpoena request “a notification
of claimed infringement” as described in 8512(c)(3)(A). That notification must identify material “to be removed or
access to which is to be disabled” by the service provider.'* However, because infringing material obtained or dis-
tributed via peer-to-peer file sharing may be located on the computer of an individual user, service providers that act
as mere conduits arguably have no power to remove or disable access to such materials other than by disabling each
individual user’s access to the Internet. The court thus held that disabling an individual user’s access to the Internet
was intended to be a separate remedy, and that effective notification of alleged infringement under 8512(c)(3)(A)
was not possible if the target of the desired subpoena was acting merely as a conduit.* Because proper notification
was not possible under this reasoning, the court concluded that copyright holder could not meet the requirements of
§512(h) and granted Verizon’s motion to quash the subpoenas.™

In early 2005 the U.S. Court of Appeals for the Eighth Circuit in In re Charter Communications Subpoena En-
forcement Matter'® closely followed D.C. Circuit’s analysis and reasoning, perhaps signaling the emergence of a
prevailing view on this issue. Nonetheless, in April 2004 an Illinois federal district court denied standing to an
Internet service provider that sought to quash subpoenas on behalf of its customers in Fatwallet v. Best Buy Enter-
prise Services.”® The Fatwallet court concluded that it was “difficult to see the harm that would befall the plaintiff
as opposed to its subscribers” from enforcement of the subpoenas.’® Fatwallet differed somewhat from the facts in
Verizon Internet Services and Charter Communications in that Best Buy had “asserted to th[e] court that it ha[d] no
intention of [enforcing the subpoena].”*’

In order to qualify for any of the safe harbors under 8512, service providers must also reasonably implement a
policy to deal with repeat infringers. In Ellison v. Robertson, plaintiff Ellison alleged that America Online had in-
fringed his copyright by copying and redistributing material that had been posted without Ellison’s authorization to
a Usenet newsgroup by Robertson.'® The district court held that America Online qualified for the 17 USC §512(a)
safe harbor, despite the fact that America Online had changed its contact e-mail address for copyright infringement
claims without configuring its mail system to forward e-mails sent to the old address.”® The Ninth Circuit reversed,
ruling that America Online’s actions had created a “triable issue of material fact regarding [its] eligibility for the
safe harbor limitations of liability” under §512(i).° In the court’s words, “AOL allowed notices of potential copy-
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right infringement to fall into a vacuum and go unheeded; that fact is sufficient for a reasonable jury to conclude
that AOL had not reasonably implemented its policy against repeat infringers.”?*

The court in Ellison noted three factors—based upon the statute’s language—that an Internet service provider
must satisfy in order to fulfill the statutory prerequisite laid out in 8512(i)(1)(A). First, it must adopt a policy that
provides for the termination of access for repeat copyright infringers. Second, it must implement that policy in a
reasonable manner. And finally, the Internet service provider must inform its clients of the policy.?

The Perfect 10 v. CCBill court®® subsequently relied upon the reasoning set forth in Ellison to determine the ap-
plicability of the §512 safe harbors to defendants who provided billing and age verification services.** The Perfect
10 court held that imperfect implementation of a company’s DMCA policy did not vitiate a defendant’s efforts to
qualify for §512 safe harbor protection so long as the implementation was reasonable; individual instances of failure
to terminate repeat infringers were not necessarily unreasonable.”> The court concluded that the defendants were
entitled to the relevant 8512 safe harbor protections, and granted CCBiIll’s motion for summary judgment, thereby
dismissing underlying copyright infringement claims.?®

The Perfect 10 holding was followed by the court in Corbis v. Amazon.com.?” Corbis, a copyright holder in
stock images, sued Amazon.com, the well-known Internet retailer, for direct and vicarious copyright infringement,
alleging that individual vendors had used Amazon’s services to sell infringing products.”® Amazon asserted a §512
safe harbor defense, and the court relied upon the Ellison factors to determine if §512 applied.”® The court held that
the 8512 safe harbors did indeed apply to Amazon—following Perfect 10 in finding that isolated failure to terminate
repeat infringers did not constitute a failure to reasonably implement a DMCA policy—and granted summary judg-
ment to Amazon.®

In Hendrickson v. Amazon.com,* the question before the court was whether notification of potential infringe-
ment before the subsequent infringement took place would preclude use of the 8512 safe harbors. Hendrickson
notified Amazon.com that any DVD copies of his copyrighted motion picture were infringing.*> When a third party
subsequently sold infringing copies of his motion picture using Amazon’s services, Hendrickson sued.*®* Amazon
claimed that it was protected by the safe harbor despite Hendrickson’s notification.* The court agreed, holding that
“if at the time the notice is received, the infringing material is not posted, the notice does not enable the service pro-
vider to locate infringing material that is not there, let alone do it expeditiously.”®

The online service provider liability provisions of the DMCA also provide sanctions for those who knowingly
make material misrepresentations in sending or responding to takedown notices.*® The use of this provision was put
to test in Online Policy Group v. Diebold.*” Online Policy Group (OPG) had acquired one of Diebold’s internal e-
mail archives that contained messages acknowledging problems with Diebold’s products—principally electronic
voting machines—and posted the contents of the archive on a web site.* In response, Diebold sent takedown no-
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tices to OPG’s Internet service providers pursuant to 17 USC §512(c), who subsequently demanded that OPG re-
move the archive.*® OPG alleged that these notices violated §512(f) because Diebold “‘knowingly materially mis-
represented’ that publication of the e-mail archive constituted copyright infringement.”*°

The U.S. District Court for the Northern District of California confronted the issue as to what standard should be
applied when determining whether a knowing material misrepresentation had occurred.* The court held that
“*[k]nowingly’ means that a party actually knew, should have known if it acted with reasonable care or diligence, or
would have no substantial doubt had it been acting in good faith, that it was making misrepresentations” and that
“‘Im]aterial” means that the misrepresentation affected the ISP’s response to a DMCA letter.”** After applying this
standard, the court concluded that Diebold was liable under §512(f).*®

Anti-Circumvention Provisions

Inasmuch as the DMCA also addresses the concerns of content owners and producers, it affords significant pro-
tection to rights holders in the anti-circumvention provisions found in Section 1201 of Title | of the DMCA. Recent
years have seen several litigation developments as courts have interpreted the scope and meaning of these provi-
sions.

Early in 2002, the United States brought criminal charges against Elcom, a Russian software company that al-
legedly distributed software that removed copy-protection mechanisms built into electronic books, for violations of
17 USC §8 1201(b)(1)(A) and (C).** Elcom responded by claiming that §1201(b) was unconstitutional on First
Amendment, Fifth Amendment vagueness, and Commerce Clause grounds.*

The court dismissed the vagueness argument, stating that “there [was] no ambiguity in what tools are allowed
and what tools are prohibited because the statute bans trafficking in or the marketing of all circumvention devices”
(emphasis added), and so the statute was not unconstitutionally vague.*®

As to its First Amendment arguments, Elcom first argued that the DMCA as applied to the sale of its product
was unconstitutional because its product was a form of speech, and the government was prohibiting this speech
based on its content.*” The government argued that the product was not speech (an argument the court rejected out
of hand) and that §1201 did not refer to the expressive content of speech, but rather the function divorced of the
message.”® This distinction was important because content-based speech regulation must meet strict scrutiny by
being the least restrictive means to achieve a compelling state interest in order to pass constitutional muster,
whereas content-neutral speech regulation only needs to be narrowly tailored to further a substantial and legitimate
government interest.** The court, finding no congressional intent “to target speech because of its expressive con-
tent” and observing that “[o]n its face, the statute does not target speech,” found that §1201 was content neutral.®
Prevention of digital piracy was found by the court to be “both [a] legitimate and substantial” government interest,
and the exceptions included in §1201 suggested that the statute was indeed narrowly tailored.>*

Elcom further argued that §1201(b) burdened the §107 fair use rights of third party users of copy-protected ma-
terials.’> The court disagreed, saying that §1201(b) merely prohibited the distribution of tools that third parties
could use to circumvent access restrictions (as opposed to §1201(a), which banned the use of such tools subject to
certain fair use restrictions). Because “the DMCA does not eliminate fair use or substantially impair the fair use
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rights of anyone,” the court found that the DMCA was not rendered unconstitutionally overbroad.® The court also
rejected Elcom’s challenge to the DMCA on Commerce Clause and Intellectual Property Clause grounds and finally
denied Elcom’s motion to dismiss.>*

The anti-circumvention provisions were similarly found constitutional in 321 Studios v. MGM Studios,” where
321 Studios sought a declaratory judgment that its DVD back-up software was permissible under §1201 and alleged
that the DMCA’s anti-circumvention provisions were unconstitutional.”® MGM claimed that 321’s product did in
fact violate the DMCA. The district court granted MGM’s motion for partial summary judgment, ruling that be-
cause 321’s product used an unauthorized key (a special secret code used by authorized DVD players to read en-
coded D\5/7Ds), “it therefore avoids and bypasses CSS” and so the relevant provisions of the DMCA applied to its
software.

In 2004 two major anti-circumvention cases were decided. These cases arguably suggest a treatment of §1201
claims by courts in a fashion that makes it more difficult for rights holders to control technology and competition
under the auspices of copyright.

The first of these cases was Chamberlain Group v. Skylink Technologies.® Skylink manufactured a replacement
garage door opener that was capable of opening Chamberlain’s garage doors. However, Chamberlain’s garage
doors included a computerized encryption system to prevent criminals from opening a garage using a stolen code.*
Chamberlain alleged that by selling a garage door opener capable of interacting with its security system, Skylink
had circumvented the measures controlling access to the copyrighted garage door opening program.®® The district
court rejected this construction of the DMCA and Chamberlain appealed.®*

The Federal Circuit upheld the district court’s decision, observing that “Chamberlain’s proposed construction
would allow copyright owners to prohibit exclusively fair uses even in the absence of any feared foul use” and that
“81201 prohibits only forms of access that bear a reasonable relationship to the protections that the Copyright Act
otherwise affords copyright owners.”®

The Federal Circuit noted that §1201(a)(2) is violated when a plaintiff establishes that it owns a valid copyright
effectively controlled by a technological measure that had been circumvented such that third parties could have un-
authorized access to the work in a manner infringing or facilitating infringing of a right protected by the Copyright
Act.®® The circumvention must also have been made possible because of a product that the defendant either de-
signed or produced primarily for circumvention and made available despite only limited commercial significance
other than circumvention or alternatively had been marketed for use in circumventing the controlling technological
measure.* In order to demonstrate a violation, a plaintiff must establish the circumvention as well as one of the two
elements related to the motives for circumvention.®® Chamberlain failed to meet the requirements of this test, and
therefore summary judgment for Skylink was proper.®®

Lexmark International v. Static Control Components®’ represents another significant case development. Lex-
mark, a manufacturer of laser printers, sued to prevent Static Control from selling cartridges compatible with Lex-
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mark printers.?®® Lexmark included a computerized authentication system in its printers and printer cartridges so that
both the printer and printer cartridge contained embedded computer code.*® The printer program authenticated the
printer cartridge by checking that the cartridge contained an authorized program and, if so, the printer would oper-
ate.” Static Control included a copy of Lexmark’s cartridge program with its own cartridges so that its cartridges
would operate in Lexmark printers.”" Lexmark sued, alleging that defendant’s inclusion of the cartridge program
constituted circumvention of plaintiff’s authentication scheme in violation of the anti-circumvention provisions of
the DMCA.”® The district court agreed and issued a temporary injunction. Static Control appealed.” The appellate
court reversed and vacated the preliminary injunction, holding that Lexmark’s scheme did not control access to the
work because the work could still be read from the printer—the scheme merely controlled use of the printer.”* The
court also said that the §1201(f) statutory exemption for interoperability to the anti-circumvention provisions of the
DMCA could apply to Static Control’s cartridges.”

Although the Chamberlain and Lexmark decisions provide a narrower alternative interpretation of §1201, it re-
mains to be seen whether other courts will follow this more recent line of cases.

Copyright Management Information

The Digital Millennium Copyright Act also contains provisions aimed at preventing the removal or falsification
of copyright management information.”® Generally claims under these provisions have not succeeded, most likely
due to the statutory requirements that the defendant must have intentionally removed or falsified the information
and known or had reason to know that its actions would have facilitated infringement.

Courts have interpreted intentional removal or falsification to mean that defendants must know or have reason to
know that the work is copyrighted.” Even a subjective belief that the work is not copyrighted may be enough to
escape liability.”® Several cases have established a de minimis defense to actions brought under §1202."

In addition, courts have found that “to be actionable under §1202(b), a defendant must remove copyright man-
agement information from the ‘body’ of, or area around, plaintiff’s work itself.”®

Legislation

Since 2002 there have been several attempts to further refine the Copyright Act, partly in response to the contin-
ued increase in illicit peer-to-peer file sharing over the Internet. The DMCA was enacted before Napster and its
progeny, and rights holders have argued that the DMCA does not give them the means to adequately enforce their
rights in this new environment.

In response, two bills were introduced in the 108th Congress: the Protecting Intellectual Rights Against Theft
and Expropriation (PIRATE) Act of 2004* and the Inducing Infringement of Copyrights (IICA, also known as
INDUCE) Act of 2004.%2
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The PIRATE Act would amend Chapter 5 of Title 17 to give the Attorney General standing to bring civil suits
on behalf of individual copyright owners. The individual copyright owners would receive restitution from the At-
torney General’s suit, but also would be able to bring their own suits. Any restitution an individual copyright owner
received from the Attorney General would be offset against any damage award in a suit brought by the copyright
owner.

The PIRATE Act faced criticism for shifting the cost of file-sharing lawsuits from the music and movie industry
to the taxpayer; however, it passed the Senate and moved to a House subcommittee.

The INDUCE Act would amend 17 USC 8501 to include intentional inducement to infringe copyright, much
like the similar inducement provision in the Patent Act. Anyone who “intentionally aids, abets, induces, or pro-
cures” infringing acts would be liable as an infringer. However, the Act was by its terms not intended to alter the
doctrines of contributory and vicarious liability.

The INDUCE Act was controversial from the outset and ultimately died in committee. Future congressional ac-
tion may well depend on the outcome of the Supreme Court’s decision in MGM Studios v. Grokster,®® a case which
seeks to clarify and refine the doctrines of contributory and vicarious infringement as they apply to peer-to-peer file
sharing. The Supreme Court has yet to hear oral arguments in Grokster as of this writing.

On the other hand, users’ rights groups contended that the DMCA upset the traditional balance of copyright law
by impairing their fair use rights. The Digital Media Consumers’ Rights Act of 2002%* and the Benefit Authors
without Limiting Advancement or Net Consumer Expectations (BALANCE) Act of 2003% were responses to these
concerns.

The Digital Media Consumers’ Rights Act and the BALANCE Act both sought to amend the anti-circumvention
provisions of the DMCA to exempt circumventions that did not result in copyright infringement and circumventions
undertaken for scientific investigation, and to exempt devices that would be necessary for such circumventions from
the anti-trafficking provisions of 17 USC §1201. The BALANCE Act would also have added specific limitations
on exclusive rights for digital works and would have amended the first sale doctrine to explicitly cover works stored
in a digital format. Neither the Digital Media Consumers’ Rights Act nor the BALANCE Act was ultimately en-
acted. Recent case law softening the anti-circumvention provisions of DMCA appears to make it less likely that
legislation similar to the BALANCE Act will garner the required support to ensure future passage.

In the 109th Congress, the Family Entertainment and Copyright Act®® would criminalize the unauthorized re-

cording of movies in a movie theatre, strengthen and broaden the criminal copyright infringement provisions in Ti-
tle 17, and improve protection for unreleased works historically prone to piracy before release (such as music CDs).
The bill would also provide an exemption from infringement for home users who create temporary derivative works
by using censorship technology to effectively remove content from copyrighted works. The Family Entertainment
and Copyright Act passed the Senate and is currently in House committee.

Given the continued rise of peer-to-peer copyright infringement, the law concerning liability for those who pro-
vide the systems used for such infringement is sure to change. At this point, it remains unclear whether that change
will come in the form of a Supreme Court ruling in Grokster or by way of congressional action.
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