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On 2 March, the Belgian Criminal
Court of Termonde1 fined Yahoo!
Inc. (hereafter ‘Yahoo’) €55,000 for
refusing to disclose to the Belgian
Public Prosecutor the personal data
of its e-mail users who were under
criminal investigation for fraud.
The Court also imposed a daily
penalty of €10,000 for each day
Yahoo refused to disclose the data.
The case was immediately appealed
by Yahoo on 3 March, and the
appeal hearings are expected by the
end of the year.

This case illustrates the difficulties
that multinational companies
active in several jurisdictions may
face and the complex issue of
applicable law. This analysis will:
� describe briefly the legal
framework applicable to this type
of situation in Belgium;
� examine the context, some of
the arguments put forward by
Yahoo and selected parts of the
court’s ruling; and
� provide the reader with some
comments on the court’s reasoning
and companies faced with the
same type of situation with some
recommendations.

Legal framework
The Belgian Code of Criminal
Procedures2 requires that the
operator of an electronic
communication network or the
provider of an electronic
communication service (hereafter
‘providers’) cooperates with the
Public Prosecutor within the
framework of a criminal
investigation. Following a written
and justified3 request from the
Public Prosecutor, providers must
grant access to their database in
order to allow the Public
Prosecutor to identify a subscriber
or user suspected of criminal
activities4. Likewise, the provider
must disclose to the Public
Prosecutor the data necessary to
identify the subscriber or the user5.
Refusal to disclose the data may be

sanctioned by a fine ranging from
€143 to €55,000.

Context of the case
Within the framework of an
investigation for fraud, the Public
Prosecutor of Termonde sought to
obtain the disclosure of detailed
account information in order to
identify e-mail users using
pseudonyms on their Yahoo e-mail
accounts for the purpose of
committing internet fraud in
Belgium. The Public Prosecutor
was seeking identification data,
including the IP address, date of
creation of the account, user
profile and any other information
which might help identify the e-
mail user.

The Public Prosecutor’s request
was made via the regular channels
of communication provided by
Yahoo and in accordance with the
guidelines mentioned in the help
section of Yahoo’s webpages, in
particular the e-mail addresses
provided on the website for
inquiries about security. Following
this request, some exchange of
correspondence between Yahoo
and the Public Prosecutor took
place. In particular, Yahoo
requested the demand to be
written - this was complied with by
the Public Prosecutor. However,
and despite the Public Prosecutor’s
compliance with Yahoo’s
instructions, Yahoo still refused to
disclose the requested information
and to cooperate with the Public
Prosecutor. Consequently, the
Public Prosecutor referred the case
to the Criminal Court of
Termonde.

Trial and Yahoo’s main
arguments
During the trial, Yahoo first argued
that the US Electronic
Communications Privacy Act
(hereafter ECPA), not Belgian law,
was applicable. In Yahoo’s opinion,
Belgian law did not apply because
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Yahoo has no legal entity in
Belgium and does not store any
customer data in Belgium.
Therefore, following the reasoning
of Yahoo, a request for access from
a US judicial authority was
necessary to obtain the
identification data. According to
Yahoo, the Public Prosecutor
should have issued a formal
request via the US Department of
Justice in accordance with the
procedures established by the
Treaty on Mutual Legal Assistance
on Criminal Matters signed
between the United States and
Belgium on 1 January 2000.
Secondly, Yahoo challenged the
applicability of Article 46bis of the
Belgian Code of Criminal
Procedures to the facts in issue. In
Yahoo’s opinion, supplying
webmail services does not
constitute the provision of
electronic communication services
or the operation of an electronic
communication network as
defined in the Belgian Electronic
Communication Act.

Ruling of the case
Notwithstanding Yahoo’s
arguments, the Belgian Criminal
Court held that Belgian law
applied. It stated that even though
the ECPA could apply, it did not
prevent the application of Belgian
Criminal Law, which is applicable
to companies that are virtually
present on Belgian territory via the
internet, in particular when they
provide virtual services to Belgian
citizens. The Court considered that
when a company engages in
business on Belgian territory via
the internet, it is virtually present
on Belgian territory and therefore
subject to Belgian criminal law. In
the court’s opinion, non-
application of Belgian law to this
case would render Belgian law
ineffectual and allow companies to
circumvent Belgian criminal law.

The Court also rejected Yahoo’s

argument that providing webmail
services was not within the scope
of Article 46bis of the Belgian
Code of Criminal Procedures. The
Court asserted that the definition
of the Code of Criminal
Procedures is independent from
other legal provisions such as the
Belgian Electronic Communication
Act. In other words, following the
Court’s reasoning, Article 46bis
must receive a ‘stand-alone’
interpretation. For that reason,
Yahoo is considered by the Court
to be a provider of electronic
communication services and, as
such, falls within the scope of
Article 46bis of the Belgian Code
of Criminal Procedures.

As a result, the Criminal Court of
Termonde held that Yahoo’s non-
disclosure of the information
requested by the Public Prosecutor
was a violation of Article 46bis of
the Belgian Code of Criminal
Procedures, and fined Yahoo
€55,000, with an additional
penalty of €10,000 imposed on a
daily basis for non-compliance
with the court order. Yahoo
immediately appealed the decision.
The appeal hearings are expected
before the end of 2009.

Comments
At least two aspects of the Court’s
reasoning can be challenged:
� the applicability of Belgian
Criminal law; and
� the scope of Article 46bis of the
Belgian Code of Criminal
Procedures. First, regarding the
applicability of Belgian Criminal
Law, the criterion of ‘virtual
presence on the territory’ used by
the Belgian Court can be
questioned. It may be argued that
Yahoo does not really focus on the
Belgian market. Yahoo’s services
are accessible to Belgian users but
there is no specific Belgian site for
Yahoo webmail (i.e., there is no
‘Yahoo.be’ webmail designating
mail originating from Belgium), no

Yahoo Belgian entity and no data
stored in Belgium. Without solving
the complex issue of applicable
law, the criterion used by the
Belgian Court seems open to
criticism and will most likely be
challenged on appeal.

Second, it is doubtful that Yahoo
would be considered to be a
provider of electronic
communication services or an
operator of electronic
communication networks. With
regards to the supplying of
webmail accounts, Yahoo would
most likely be considered to be an
information society service
provider6 and not a provider or an
operator of electronic
communication services or
network as defined in the Belgian
Electronic Communication Act7. In
sum, the reasoning of the Court is
questionable and will be strongly
challenged on appeal.

In any event, this case illustrates
the complex relationship between
the issue of applicable law and
online activities, and the tendency
of judges to apply their national
rules when faced with criminal
activities occurring on the internet.
Traditionally, Belgian law is
broadly applied to criminal
activities whenever there is a link
to Belgium. Belgian courts are also
somewhat territorial and protective
of their citizens and usually find
themselves competent when a case
is referred to them.

This case also illustrates the
growing tensions between national
laws and the global character of the
internet. The internet creates
important opportunities for
businesses, in particular in terms of
the number of individuals who can
be reached via online services. It is
an invaluable tool, but companies
must be careful when offering
services to individuals located in
foreign countries. The opening of a
website to the citizens of a foreign
country can have far reaching
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that companies follow up on
requests (from data subjects,
authorities or a public prosecutor’s
office) made via the various
communications channels
provided on their websites. To
achieve this goal, appropriate
policies and procedures should be
developed and implemented
within the company. For example,
companies should consider
implementing procedures that
ensure that questions, requests and
concerns are actually dealt with. In
addition, under Belgian law,
providers of electronic
communication services and
operators of electronic
communication networks are
legally required to designate
someone responsible for handling
such requests from the Public
Prosecutor. It may also be advisable
to implement additional measures
depending on the technical set-up
of the service and of the company.
In any case, it is crucial that the
measures outlined above are
coordinated closely between the
legal and IT departments to ensure
their smooth implementation.

Cédric Burton Associate
Hunton & Williams LLP, Brussels
c.burton@hunton.com

This article is not to be taken as legal
advice and represents only the views of
its author.

1. Tribunal correctionnel de Termonde,
No. DE 20.95.16/08/25, available upon
request to the Public Prosecutor.
2. Code belge d’instruction criminelle.
3. The written request must be justified
owing to the proportionality obligation
with regard to a data subject’s privacy
underlying any investigation.
4. Article 46bis §1 of the Criminal Code.
5. Article 46bis §2 of the Belgian Code of
Criminal Procedures.
6. See the e-Commerce Directive
(Directive 2000/31/EC of the European
Parliament and of the Council of 8 June
2000 on certain legal aspects of
information society services, in particular
electronic commerce, in the Internal
Market) and its implementation into
Belgian law: article 2, 1° of the Belgian e-
Commerce Act - Loi du 11 mars 2003

sur certains aspects juridiques des
services de la société de l’information,
M.B., 17 mars 2003.
7. Loi du 13 juin 2005 relative aux
communications électroniques, M.B., 20
juin 2005.
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consequences, in particular when it
comes to litigation, since this can
potentially trigger the application
of conflicting national law
requirements.

Recommendations
Companies planning to offer
online services to individuals in
foreign countries should consider
the question of applicable law,
analyse the specific national legal
requirements and define a strategy.
To some extent, this aspect can be
regulated in website terms of use
and privacy notices. Nevertheless,
some areas of law, in particular
criminal law, may not be
circumvented contractually and are
not harmonised at the European
level. As a result, companies may
have to comply with every
applicable national law
requirement which, in turn, may
create situations where companies
are faced with a complex set of
conflicting obligations.

A practical approach to this type
of situation could be to mitigate
the legal risks by developing, where
possible, pan-European policies,
and by using the highest standard
or strictest requirement as a
common denominator. Even
though this approach could
considerably reduce the legal risks,
it will not solve all potential issues.
Therefore, since neither the
contractual nor pan-
European/global approach is fully
satisfactory, the only safe solution
for companies might be to limit
the number of individuals who can
access their online services by using
technical means (e.g., scroll-down
menu with a restricted list of
countries, using a credit card
number, a zip code, or a
declaration ‘sur l’honneur’). Even if
none of these technical
requirements is flawless, they will
significantly reduce the legal risks.

In any event, regardless of the
applicable law, it is recommended
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