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CIV-130

ATTORNEY OR PARTY WITHOUT ATTORNEY (Name, Staie Bar number, and address):

KAMALA D. HARRIS Attorney General of California

355 Golden Gate Avenue, Suite 11000

San Francisco, CA 94102-7004

Sup. Dep. Atty. Gen'l Adam Miller, SBN 168254

TELEPHONE NO.: 4 ] 5_703,555 l FAX NO. rOpﬂ'maq_ ] 5_703_ l 234

E-MAIL ADCIRESS (Optional)

attorrey For wame) THE PEOPLE OF THE STATE OF CALIFORNIA

FOR COURT USE ONLY

1ILED
‘ALALEEDA COUNTY

SUPERICR COURT OF CALIFORNIA, COUNTY OF A]alneda
STREETADDRESS: [221 Oak Street
MAILING ADDRESS:

ciry anoziecooe: (Qgkland, CA 94612
aranch NaME. County Adminstration Building

FEB 14 2014

tLeioF SUPERIOR COURT

By, 7

PLAINTIFF/PETITIONER: The People of the State of California
DEFENDANT/RESPONDENT: Kaiser Foundation Health Plan, Inc.

NOTICE OF ENTRY OF JUDGMENT
OR ORDER

(Check one): UNLIMITED CASE [ LIMITED CASE
{Amount demanded (Amount demanded was

exceeded $25,000) $25,000 or less)

CASE NUMBER:

RG14711370

TO ALL PARTIES :

1. Ajudgment, decree, or order was entered in this action on (date): Febfuary 10,2014

2. A copy of the judgment, decree, or order is attached to this notice.

Date: February 13,2014 74%—\/\' (\,MQ\

Adam Miller
(TYPE OR PRINT NAME OF ATTORNEY [ ] PARTY WITHOUT ATTORNEY)

(SIGNATURE)
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KamaLa D.Harris

&

Attorney General of California
ROBERT M. MORGESTER
Senior Assistant Attorney Seneral )
£.9AM MILLER (State Bai No. 168254}
Supervising Deputy Atto -. >y General
STACEY D. SCHESSER (State Bar No. 245735)
Deputy Attorney General
455 Golden Gate Avenue, Suite 11000
San Francisco, CA 94102-7004
Telephone: (415) 703-5507
Fax: (415) 703-5843
E-mail: Stacey.Schesser@doj.ca.gov

Atlorneys for Plaintiff
THE PEOPLE OF THE STATE OF CALIFORNIA
I

SUPERIOR COURT OF THE STATE OF CALIFORNIA

FOR THE COUNTY OF ALAMEDA

THE PECPLE OF THE STATE OF
CALIFORNIA,

Plaintiff,

VS.

KAISER FOUNDATION HEALTH PLAN,
INC,,

L ' ndant

“RINJUNCTION « 2o

Case No. RG 1471 1 370

STIPULATION FOR ENTRY OF FINAL
JUDGMENT AND PERMANENT

T S  mEe $Remoe-l

Plaintiff, the People of the State of California, appearing through-its attorney, Kamala D.

Harris, Attorney General of the State of California, by Deputy Attorney General Stacey D.

Schesser and Supervising Deputy Attorney General Adam Miller, and defendant Kaiser

Foundation Health Plan, Inc. ("Kaiser"), appearing through its attorney John C. Hueston, stipulate

as follows:

1. This Court has jurisdiction of the subject matter hereof and the parties to this

Stipulation for Entry of Final Judgment and Permanent Injunction (“Stipulation™).

Stipulation for Entry of Final Judgment
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2. Thc Fmal Judgment and Pcrmanem ]muncuon ("Jud]g,Tn_aut") a 1rlue and correct -co-p'y.
of which is attached hereto as Exhibit 1, may be entered by any judge of the Alameda County
Superior Court. Counse! for Plaintiff niay submit the Judgment to any judge of the superior court
for approval and signaturé; during the court’s ex parte calendar oron any other ex parte basis.

. 3. Plantiff and Kaiser (colieclively—,- “the Parties”) hereby waive their right to move for a
new trial or otherwise seek 1o set aside the Judgment through any collateral attack, and further - |-
waive their right to appeal from the Judgment, except that Plaintiff and Kaiser each agree that this
Court shall retain jurisdiction for the purposes specified in paragraph F of the Judgment,las well
as for the eh.forcement of compliance with or punishment of violations of the Judgment.

4.  The Parties have stipulated and consented to the entry of the Judgment without the
taking of proof and wiihom trial or adjudication of any fact or law herein, wi.thout the Judgment
constituting evidence of or an admission by Kaiser regarding any issue of law or fact alleged in
the Complaint on file herein, and without Kaiser admitted any liability regarding allegations of
violations that occurred prior to the entry of the Judgmcnt.

5. The Parties acknowledge the Attorney General’s right to .investiga;te ;md enforce the

mjunctlve prows;ons of th1s Judgmem and agree to meet and confer in an attempt to mformal!y

i - N S B - . AP 1. E_ gt R

A P e e i -

resolve any issues rcgardlng enforccment oftht. injunctive prowsrons of this Judgmem Such

meet and confer may be in person, by telephone, by videoconference, or any equivalent

icchno!ogy, and shall take place not less than thirty (30) days before Plaintiff takes action to

enforce the injunctive provisions of this Judgment, unless the Attorney General in her discretion

alone détérmincs that delay would cause harm to the People of the State of Calif"ornia‘._ ”

6. Kaiser will accepl service of any Notice of Entry of Judgment entered in this action
by delivery of such notice to its counsel of record, and agrce§ that service of the Notice of Entry
of Judgment will be deemed personal service upon it for all purposes.

7. The individuals signing below represent that they have been authorized by the partics
they represent to sign this Stipulation. |
i | -

n

Stipulation for Entry of Final Judgment
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Dated: éé%'@"'mh%r 5,2013

&'f'dbu.. '
Dated: September 3 2013

SF2012803790
40760842.doc

&

* Respectfully Submitted,

KAMALA D. HARRIS

Attorney General of California
ROBERT M. MORGESTER

Senior Assistant Attorney General
ADAM MILLER

Supervising Deputy Attomey General

Ao 1d-

STACEY D. SCHESSER

Deputy Attorney General

Attorneys for Plaintiff

THE PEOPLE OF THE STATE OF CALIFORNIA

IRELL & MANELLA LLP

AU~

C. HUESTON
omeys for Defendant
KAISER FOUNDATION HEALTH PLAN, INC.
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KAISER FOUNDATION HEALTH PLAN, INC.

Doveet P

NAME: DavieEl V.&6AkcIA -
TITLE: Chieé Complitner pFe1cLit
KAISER FOUNDATION HEALTH PLAN, INC.
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FILED .
ALAMEDA COUNTY
FEB 1.0 2014
. ~ CLERK F% @l‘ OR COURT
By W _
L»...-IE
SUPERIOR COURT OF THE STATE -OF CALIFORNIA -
FOR THE COUNTY OF ALAMEDA
THE PEOPLE OF THE STATE OF ) CaseNo. A& /Y 771 370
CALIFORNIA, ) '
) ' FINAL JUDGMENT AND PERMANENT
Plaintiff, ) INJUNCTION '
' )
VS, . Ay Y e )
. )
KAISER FOUNDATION HEALTH PLAN, )
INC., )
)
s _D;ﬁ::ndan_l.‘ B 2_

Plaintiff, the Peuple of the State of California, apiaﬂaring through its attorney, Kamala D.
Harris, Attorney General of the State of California, by De]:;uty Attorney Gcnerél Stacey D.
Schesser and Supervising D'cput_yl Attorney General Adam Miller, and defendant Kaiser
Foundation Hea.llh Plan, Inc. ("Kaiser"), appearing through its attorney John C. Hueston, having
stipulated and consented to the entry of this Final Judgment and Permanent Injunction
("Judgment") without the taking of proof and without trial or adjudication of any fact or law
herein, without this Judgment constituting evidence of or an 'admission by Kaiser regarding any
issue o-flaw or fact allcged in the Complaint oﬁ file, and without Kaiser admitting any lability
regarding allegations of violations that occurred prior to entry of this Judgment, and the Court
having considered the matter and good cause appearing:

789698 v

8132013
1254857




28

JRELL & MANELLA LLP
A Fugisiered Limites! Linhity
Luw Parasishig inEnding
Prolassians Comprakons

IT IS HEREBY ORDERED THAT:

A, This Court has jurisdiction of the subject matter hereof and the parties hereto.
B. Venue is proper in this Court. I
G The injunctive provisions of this Judgment shall apply to defendant Kaiser, as well

as its subsidiaries; its successors and t_he assigns of all or subslami:ally all of the assets of its
businesses; and its directors, officers, employees, a_gcnts, indepcndcnt contractors, partncr.s,
associates and rcprcsentativgs of each of them. :

D. - Under California Business and Professions Code section 17203, Kaiscr.shall be and
hereby is permanently enjoined and restrained from directly or indirectly doing any of the
following acts or practices: I

(D Failing to comply with California Civil Code sect-ién 1798:82, subdivision (a) by
failing to make a timely notification to any current or former Kaiser employee who is a resident in
California and whose unencrypted "personal information,” as thalitcrr_n is defined in California
Civil Code section 1798.82, subdivision (h), was, or is reasonably believed to have Bcen, aéquircd -
by an unauthorized person in a "breach of the security of the system," as that term is defined in

California Civi] Code section 1798.82, subdivision (g). o A W Y i

(2) Failing t~ provide notification on a rolling basis to-any current or former Kaiser
employee who is a res.“#nt in California and whose unencrypted "personal information,” as that

term is defined in California Civil Code section 1798.82, subdivision (h), was, or is reasonably

‘believed to have been, acquired by an unauthorized person in a "breach of the security of the

'system," as that term is defined in California Civil Code section 1798.82, subdivision (g),

following discovery of or notification to Kaiser of the breach, where providing notiﬁﬁation on a
rolling basis is feasible and appropriate. For purposes of this jud;l_.r,'ment, a “rolling basis” means
that Kaiser shall: (i) begin providing notice under California Civil Code section 179882,

subdivision (j), as soon as reasonably possible after identifying a portion of the total individuals

affected by a breach, even if Kaiser’s investigation of the breach is ongoing; and (ii) continue to

789698 vi ¢
87132013
12-54857 -2
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notify individuals as.soon as they are |dcntmed lhroughoui 'md until compleilon of Kaiser's

investigation of the bresch.

(3)  Failing to :mplement, no later than one hundred twenty (120) days from entry of

this Judgment:

(a) The development of an additional training program for Kaiser employees
regarding the sensitive nature of employment-related persoﬁal information.

| (b) A review of Kaiser pOllClCS regard:ng the encryption of emails that contain

sensitive employment-related personal mformat:on and a plan to improve those policies where
necessary and feasible.

(c) An internal audit regarding the extent of employee access to sensitive
employment-related personal information.

(d) - A report, to be provided to Plaintiff's representative Deputy Attorney
General Stacey D. Schesser, concerning the result of Kaiser's audit regarding the extent of
emplbyee access to sensitive employment-re]aled“pf:rsonai i-nfdrme.ttion‘

E Under Business and Professions Code section 17206, Kaiser shall pay to the

Plaintiff the sum of thirty thousand dollars ($30,000.00). Kaiser shall also pay one hundredand

twenty thousand dollars ($120,000.00) as attorney's fees and costs for the investigation and

-prosecution of this master. Payment shall be made by check payable to the "California Attorney

General's Office" and shall be delivered to the California-A'ttorney General's Office, 455 Golden
Gate Avenue, Suite 11000, San Francisco, California 94102, attention Deputy Attorney General

Stacey D. Schesser no later than thirty (30) days after the date this Judgment is entered.

789698 vI .
8/132013 -
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F.‘ Jurlsdlction 18 rélamed by.thc Courl for the purpose”c:f.;nablmg any party to the
Judgment to apply to the Court at any +:me for such further orders and directions as may be
necessary or appropriate ‘or the constfucticm or the carrying ouf 01? this Judgment, for the
modification of any of the injunctive provisions hereof, for enfo:‘cémcnt of compliance herewith,

and for the punishment of violations hereof, if any.

G.  The clerk is ordered to enter this Judgméni forthwith_—~

DATED: 71/%/ /-Qﬂ

7

JUDGE OF THE SUPERIOR COURT

Pardanst T WIS
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DECLARATION OF SERVICE BY U.S. MAIL

Case Name: People v. Kaiser Foundation Health Plan, Inc.
No.: RG14711370
I declare:

[ am employed in the Office of the Attorney General, which is the office of a member of the
California State Bar, at which member's direction this service is made. I am 18 years of age or
older and not a party to this matter. [ am familiar with the business practice at the Office of the
Attorney General for collection and processing of correspondence for mailing with the United
Stares Postal Service. In accordance with that practice, correspondence placed in the internal
mail collection system at the Office of the Attorney General is deposited with the United States
Postal Service with postage thereon fully prepaid that same day in the ordinary course of
business.

On February 14, 2014, | served the attached

NOTICE OF ENTRY OF JUDGMENT OR ORDER (WITH ATTACHMENT)

by placing a true copy thereof enclosed in a sealed envelope in the internal mail collection
sysiem at the Office of the Attorney General at 455 Golden Gate Avenue, Suite 11000, San
Francisco, CA 94102-7004, addressed as follows:

John C. Hueston Daniel P. Garcia

Irell & Manella, LLP Kaiser Permanente

840 Newport Center Dr., Suite 400 1 Kaiser Plaza, 12 Floor
Newport Beach, CA 92660 Oakland, CA 94612

[ declare under penalty of perjury under the laws of the State of California the foregoing is true
and correct and that this declaration was executed on February 14, 2014, at San Francisco,

California.
A. Bermudez d f W ol
.|

Declarant Signature



