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Company Liability after the
Sarbanes-Oxley Act

Companies have always been exposed to liability
when senior officers allegedly commit fraud. Now, the
Sarbanes-Oxley Act requires senior officers to sign
certifications attesting to the adequacy of disclosure
controls and reporting changes and significant defi-
ciencies in internal control. It is no surprise that false
certification claims are now creeping into securities
fraud complaints, potentially exposing companies to
liability for a wider range of alleged misconduct.

by Peri Nielsen and Claudia Main

According to a recent KPMG survey, approximate-
ly 40 percent of corporate fraud involves employees in
the finance department.1 The primary reason: A weak
control environment. In almost 70 percent of the cases
surveyed, there was no publicity surrounding the inves-
tigation or subsequent sanction. In other words, share-
holders never learned about it. This ignorance is now
changing in the wake of the Sarbanes-Oxley Act of
2002 (Sarbanes-Oxley). Sarbanes-Oxley requires sen-
ior officers to attest to the effectiveness of their com-
panies’ disclosure controls and procedures. It also
requires officers to certify that certain disclosures have

been made, including material changes in internal con-
trol and “any” fraud involving employees who have a
significant role in internal control over financial
reporting. As a result, more and more companies are
now disclosing significant deficiencies in their con-
trols environments, including poor documentation and
“lack of compliance” with policies and procedures by
lower level employees. Some of these companies have
had to restate their financial results as a result. 

While the ramifications of this disclosure on pri-
vate securities litigation are far from clear, one thing is
certain: Class action plaintiffs are starting to include
allegations of false certifications in their complaints.
While weak or inadequate internal controls allegations
are hardly new to securities litigation, their revival is
strengthened by the fact that the certification require-
ments provide some link between a signing officer’s
knowledge and allegedly inadequate or ineffective pro-
cedures. The required disclosures also offer private
plaintiffs a means of finding confidential witnesses to
corroborate their assertions with anecdotal tales of
sloppy recordkeeping and lack of checks and balances
in accounting. Whether and to what extent courts will
entertain these allegations is still unknown. The certi-
fication requirements, however, potentially broaden
the scope of misconduct for which the corporation is
potentially liable in securities litigation. 

This article examines the common law and statuto-
ry theories for imposing liability on companies in pri-
vate litigation. It also analyzes the Sarbanes-Oxley
certification requirements and their potential impact
on companies defending such litigation. 
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Traditional Theories for Imposing
Corporate Liability

Section 10(b) requires that plaintiffs plead and
prove that the defendant possessed the required state of
mind to commit securities fraud. Companies do not
have states of mind. Thus, the question of when a com-
pany can be held liable for fraud requires the applica-
tion of legal theories. These theories include traditional
agency principles, statutory “control person” liability,
and even “collective” scienter, i.e., that a company
possesses the collective state of mind of all employees.
Although some corporate defendants have tried to limit
the application of these theories, courts have generally
rejected any kind of limitation for fear of depriving
plaintiffs of what might be the only “deep pocket”
source of recovery.2

Common Law Vicarious Liability

A company is generally responsible for the acts of
its agents under common law.3 There are three agency
principles: (1) if the company “actually” authorized
the tortious conduct of the agent; (2) if it appears that
the agent has “apparent authority” to commit the tor-
tious conduct; and (3) if the agent has “inherent
agency powers,” commonly known as the doctrine of
respondeat superior.4 Because companies rarely actu-
ally authorize their employees to commit securities
fraud, the latter two principles are more pertinent to
securities litigation. Courts have been split on which
one to apply. 

1. Apparent Authority. Some courts apply “appar-
ent authority” because the agents who allegedly com-
mitted the fraud are ordinarily high level corporate
officers (e.g., CEO and CFO). 5 The company is held
liable for the acts of such individuals because it placed
them in a position to invoke the company’s authority.6

In addition, courts reason that imposing such liability
on the company would encourage corporate officials to
prevent unauthorized misrepresentations.7

2. Inherent Agency Powers. Other courts apply
the doctrine of respondeat superior in the securities
fraud context. Under this doctrine, the fraud of an
employee is imputed to the company as long as the
employee committed the fraud in the scope of his or
her employment.8

The respondeat superior doctrine is a form of strict
liability.9 It does not permit an examination of the com-
pany’s conduct, including whether it was duly diligent
in enforcing reasonable procedures to prevent the illic-
it conduct. It merely looks to the employee’s status to
hold the company responsible. One court reasoned that
this “non-authority” based vicarious liability is
premised on important social and commercial policies,
such as “stimulat[ing] the watchfulness of the employ-
er in selecting and supervising the agents.”10

The Ninth Circuit’s decision in Hollinger is fre-
quently cited for invoking the respondeat superior doc-
trine in private securities litigation. The Hollinger
plaintiffs were investors seeking to recover funds
embezzled by their securities broker. The broker had
been convicted of forgery 11 years before he was reg-
istered as a salesperson with the National Association
of Securities Dealers, Inc. (NASD). The NASD regula-
tion did not require disclosure of the conviction, and
the conviction did not disqualify the broker from being
licensed to work as a salesperson in the securities
industry. The plaintiffs sued the broker’s brokerage
firm (Titan) for failing to disclose the forgery convic-
tion to the investors.

The Ninth Circuit agreed with the lower court that
Titan was not reckless in failing to disclose the convic-
tion and, therefore, could not be primarily liable under
Section 10(b). The Ninth Circuit, however, found that
Titan could be held liable for the broker’s conduct
under the doctrine of respondeat superior, as well as
under “control person” liability. The court found that
Congress did not intend to protect unsophisticated
investors by allowing brokerage firms “‘to avoid sec-
ondary liability simply by showing ignorance, pur-
poseful or negligent, of the acts of the registered
representative.’”11

3. Adverse Interest Exception. Although respon-
deat superior is a form of corporate strict liability,
some defendants have argued that the “adverse interest
exception” can eliminate corporate liability for the
actions of an agent where the agent acted “adversely”
to the company’s interests.12

The Ninth Circuit’s decision in FDIC v. O’Melveny
& Meyers is frequently cited for the “adverse interest
exception.” In FDIC, the Ninth Circuit considered
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whether the FDIC, which stood in the shoes of a failed
savings and loan (S&L), could assert malpractice claims
against the S&L’s attorneys. High ranking officers of the
former S&L had been accused of intentionally and
fraudulently overvaluing assets and entering into sham
sales to boost profits.13 The defendants argued that the
conduct of the officers should be imputed to the S&L,
thereby estopping the FDIC’s claims.14 The Ninth
Circuit disagreed, finding that the “adverse agent” doc-
trine precluded attribution of the officers’ wrongdoing
to the corporation. The court stated:

Generally the knowledge of a corporate officer
within the scope of his employment is the
knowledge of the corporation. However, the
knowledge acquired by the agent who is acting
adversely to his principal will not be attributed
to the principal. 

The court found that “disaster, not benefit accrued
to” the company as a result of the officers’ malfea-
sance, but even if it did benefit, the “insiders’ conduct
is still not attributable to the corporation if a recovery
by the plaintiff would serve the objectives of tort lia-
bility by properly compensating the victims of the
wrongdoing and deterring future wrongdoing.”

Defendants have generally not been successful in
invoking the “adverse interest exception” in securities
litigation. One problem appears to be that courts are
undecided whether employees who commit the wrong-
doing are necessarily acting adversely to the company.
In the Cylink securities litigation, for example, plain-
tiffs alleged that Cylink, as well as its CEO, CFO, and
VP of Sales, were primarily liable under Section 10(b).
The defendants argued that plaintiffs could not plead a
direct claim against Cylink based solely on the actions
of the individual officers because they were acting
adversely to the company’s interests when they
allegedly committed revenue recognition fraud. The
court rejected this argument. In so doing, it observed,
“misstatements disseminated to a securities market sel-
dom, if ever, benefit the issuer of securities.”15 The
court also observed “[i]f a misleading corporate dis-
semination benefits the issuer, then presumably its
shareholders were benefited at least indirectly.”16

Similarly, in the Rent-Way securities litigation, the
Western District of Pennsylvania declined to invoke
the adverse interest exception where the controller and

other accounting personnel allegedly falsified journal
entries and engaged in other accounting improprieties.
The court reasoned that, as alleged, the purported
accounting fraud “was intended to benefit the compa-
ny by permitting it to grow.”17

It is questionable whether this reasoning has the
same applicability after the passage of Sarbanes-Oxley.
Now, the short-term ramifications of transgression are
more apparent and predictable, mostly by virtue of the
company’s having to incur significant outside legal and
accounting advisor fees to ferret out, disclose and rec-
tify the wrongdoing. Individual officers and employees
do not pay these fees. These fees are borne solely by
the company, making the company’s shareholders the
principal “victims” of the wrongdoing. These costs are
even more burdensome, and potentially devastating,
for newer and smaller companies. It is hard to imagine
any benefit to the corporation of employee misconduct
in the face of these costs.

Statutory Secondary “Control Person” Liability

A company can also be held liable for the acts of its
employees under the “control person” liability provi-
sions of the securities laws. Sections 15 of the
Securities Act of 1933 and Section 20 of the Securities
Exchange Act of 1934 impose liability upon persons
who “directly or indirectly” control persons who are
liable for securities violations. The SEC defines “con-
trol” as “[t]he possession, directly or indirectly, of the
power to direct or cause the direction of the manage-
ment and policies of a person, whether through the
ownership of voting securities, by contract, or other-
wise.”18 Courts are split on whether the “control per-
son” provisions were intended to supplant or
supplement common law agency principles in the
securities litigation context.

Courts generally agree that the SEC’s definition of
“control persons” encompasses a variety of corporate
actors. Courts tend to diverge in defining the “requisite
level of involvement in the primary violator’s fraudu-
lent conduct necessary to conclude the defendant was
a controlling person under Section 20(a).”19 Under the
“control by status” approach, courts essentially assume
an officer or director is a control person by virtue of his
or her status in the corporation.20 Other courts require
more than a title, examining the individual’s “culpable
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participation” in the wrongful activity.21 Between the
“control by status” and “culpable participation” tests is
the “power to control” approach, which imposes control
person liability whether or not the officer was aware of
or participated in the wrongful conduct.22 Control per-
sons are entitled to a “good faith” affirmative defense
under the respective statutes.23 Most courts hold that the
defendant bears the burden of proving “good faith.”24

The concept of evaluating and assessing a compa-
ny’s “internal control” as “control persons” comes into
play in the broker-dealer context. In Hollinger, the
Ninth Circuit concluded that the broker-dealer was a
“control person” of the broker because it had the power
to terminate the broker or impose conditions on his or
her association with it. In addition, the court stated,
“because the broker-dealer is required by statute to
establish and enforce a reasonable system of supervi-
sion to control its representatives’ activities, the bro-
ker-dealer necessarily exerts ongoing control over the
types of transactions made by the representative and
her ways of handling clients’ accounts.”25

The Hollinger court, however, stated that, by recog-
nizing the control relationship, it did not intend to
impose vicarious liability under Section 20(a) on a bro-
ker-dealer for all registered representatives’ activities.
The court pointed out that the good faith defense was
intended “to avoid what [Congress] deemed to be an
undesirable result, namely that of insurer’s liability.” 26

In proving “good faith,” the court observed that a bro-
ker-dealer could not simply say it had supervisory pro-
cedures in place. It must show that it “maintained and
enforced a reasonable and proper system of supervi-
sion and internal control.”27

These days, securities class action plaintiffs do not
ordinarily assert Section 20(a) claims against compa-
nies, presumably because plaintiffs may use common
law agency principles to impute the primary violator’s
knowledge to the company. Plaintiffs mainly use
Section 20(a) to reach individual officers, directors and
shareholders who allegedly “control” the primary
wrongdoer. Although this structure would appear to
deprive the company of a “good faith” defense, it has
little consequence as a practical matter at the pleading
stage since plaintiffs must allege that the primary vio-
lator acted recklessly (a higher standard) before the
company is exposed at all. If a case survives the plead-

ing stage, however, the unavailability of a “good faith”
defense appears to contravene Congress’s concern
about imposing “insurer’s liability” on companies, par-
ticularly when it comes to internal control claims.

Courts are split on whether
the “control person”
provisions were intended 
to supplant or supplement
common law agency 
principles in the securities
litigation context.

Initially, there was some debate as to whether the
“control person” liability provisions were intended to be
the exclusive means of imposing liability on the corpora-
tion, i.e., whether they were designed to “supplant”
respondeat superior, rather than merely “supplement” it.28

The Hollinger court addressed this very question
and declined to eliminate respondeat superior liability
for securities fraud. The court reasoned that the proper
construct for the securities laws was primary liability
for the employee, respondeat superior liability for the
employer, and then “control person” liability for any-
body who could not be reached by respondeat superi-
or.29 The First Circuit court agreed, finding that
Congress intended these provisions as “imposing lia-
bility on, say, a shareholder or a director who con-
trolled a corporation engaged in misrepresentation,
presumably including persons beyond the reach of
ordinary common law agency principles.”30

In 1994, the Supreme Court decided Central Bank
and eliminated aiding and abetting as a form of Section
10(b) liability. After Central Bank, there was some
expectation that Hollinger, as well as the practice of
applying respondeat superior to secondary actors in
general, would be called into question.31 While some
courts decided to limit secondary liability to statutory
“control persons,” most courts declined to eliminate
respondeat superior, reasoning that the issue is not the
scope of conduct proscribed by Section 10(b) but,
rather, on whose shoulders to place responsibility for
such conduct.32

Even those cases in which secondary liability has
been limited to “control persons,” courts express some

INSIGHTS, Volume 18, Number 10, October 2004 4



reservation about eliminating vicarious liability alto-
gether. The Northern District of Indiana, for example,
declined to impose respondeat superior liability on the
brokerage firm when plaintiffs invested in an unprof-
itable partnership, at the recommendation of the firm’s
broker.33 The court reasoned that Section 20(a) existed to
avoid saddling those who lacked scienter with absolute
vicarious liability. It stated, “Congress never intended
employee supervision to entail total monitoring of sales-
men’s statements. Nor does any regulation of SEC or any
exchange so require.”34 The court noted, however, that it
might be “more appropriate to affix co-liability on a cor-
poration for the protracted misdeeds of its chief execu-
tive officer than for the isolated action of one salesman.
The necessary united identification of actor and employ-
er is certainly more readily reached with respect to the
corporation’s Chief Executive Officer than such as the
facts in the case before the Court.”35

Courts express some 
reservation about 
eliminating vicarious 
liability altogether.

At least one court has also addressed whether
respondeat superior should be eliminated in all types of
securities fraud cases besides those arising in the broker-
dealer context, thus limiting Hollinger. In Network
Equipment, plaintiffs alleged that the company and sev-
eral of its officers orchestrated a scheme to record
improperly revenue on fictional sales to customers so
they could profit by selling their stock at artificially high
prices.36 The defendants argued that respondeat superior
liability would render the good faith defense under
Section 20(a) irrelevant where the control person is also
a principal or master of an agent wrongdoer. The defen-
dants also argued that “respondeat superior liability
establishes a form of secondary liability which does not
require actual knowledge or recklessness on the part of
the vicariously liable principal, and, as a result, conflicts
with scienter requirement of Rule 10b-5.”37 The court did
not analyze the substance of either of these arguments,
finding instead that they would have applied equally to
broker-dealers as to corporations and, therefore, were
not valid bases for distinguishing the Hollinger holding.

Finally, a number of cases have considered the con-
cept of “collective” scienter to impose primary liabili-

ty on a corporation absent a specific individual’s
knowledge. The theory holds that a company can be
primarily liable for securities fraud because it possess-
es the collective states of minds of all of its employ-
ees.38 This theory has largely been rejected. As the Fifth
Circuit put it, “the required state of mind must actual-
ly exist in the individual making (or being a cause of
making of) the misrepresentation, and may not simply
be imputed to that individual on general principles of
agency.”39 Similarly, the Ninth Circuit recognized that
“corporate scienter relies heavily on the awareness of
the directors and officers, who—unlike the public rela-
tions or personnel departments—are necessarily aware
of the requirements of SEC regulations and state law
and of the ‘danger of misleading buyers and sellers.’”40

Sarbanes-Oxley Certification Requirements

Sarbanes-Oxley has the potential to enliven the
debate concerning the scope of corporate liability
because it requires high-level officers (the CEO and
CFO) to attest to the effectiveness of their companies’
disclosure controls and procedures, as well as to dis-
close changes to control frameworks, significant defi-
ciencies, material weaknesses and “any” fraud by
employees who have a significant role in internal con-
trol over financial reporting.

Section 302 Certifications

Section 302 is a civil statute enforced by the SEC.
It requires certifications by both the company’s CEO
and CFO (or Chief Accounting Officer).41 The certifi-
cation language cannot be modified.42 The officers
must state that they have “reviewed the report” and that
based on “my knowledge, this report does not contain
any untrue statement of a material fact or omit to state
a material fact necessary to make the statements made,
in light of the circumstances under which such state-
ments were made, not misleading with respect to the
period covered by this report.”43 The certification also
requires the officer to state that, “based on my knowl-
edge, the financial statements, and other financial
information included in this report, fairly present in all
material respects the financial condition, results of
operations and cash flows of the registrant as of, and
for, the periods presented in this report.”44

In addition, the certification also requires officers
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to certify that he or she “designed such disclosure con-
trols and procedures . . . to ensure that material infor-
mation relating to the registrant” is known to them. The
term “disclosure controls and procedures means con-
trols and other procedures . . . that are designed to
ensure that information required to be disclosed by the
issuer . . . is recorded.”45 While the SEC has not man-
dated or identified any specific set of “disclosure con-
trols,” it has recommended that companies establish a
disclosure committee, which requires information to
be communicated to management so that decisions
regarding disclosure can be made.46 In addition, many
companies have implemented an array of disclosure
procedures designed to comply with the certification
requirements.47

The signing officers must also disclose any changes
in the internal control over financial reporting during
the course of the most recent fiscal quarter.48 They
must also disclose “all significant deficiencies and
material weaknesses in the design and operation of the
company’s internal control over financial reporting,” as
well as “any fraud, whether or not material, that
involves management or other employees who have a
significant role in the registrant’s internal control over
financial reporting.”49 “Internal control” refers to a
process designed “to provide reasonable assurance
regarding the reliability of financial reporting and the
preparation of financial statements for external pur-
poses in accordance with generally accepted account-
ing procedures.”50 The definition sets forth particular
policies and procedures that fall within the definition
of “internal control,” (e.g., maintenance of accurate
records), but the final rule makes clear that “internal
control” includes control related to the prevention,
identification and detection of fraud.51

Finally, pursuant to Section 404 of Sarbanes-Oxley,
the SEC has promulgated rules that require a company’s
annual report to include a statement that management is
responsible for establishing and maintaining adequate
internal control over financial reporting, identifying a
framework used by management to conduct the required
evaluation of the effectiveness of internal control, as well
as management’s assessment of the effectiveness of
internal control. Sarbanes-Oxley and implementing SEC
rules also require that a company’s auditors issue an
attestation report “on management’s assessment of the
registrant’s internal control over financial reporting.”52

Management and the auditors must coordinate their
processes for documenting and testing the internal con-
trol over financial reporting without eroding the inde-
pendence of the auditors.53

Section 906 Certifications

Section 906 is a criminal statute enforced by
Department of Justice. Criminal liability can only be
imposed if the certification requirements are “know-
ingly” circumvented or if officers “knowingly” fail to
implement system of accounting control or “knowing-
ly” falsify books and records.54 The 906 certification
requires the signature of the CEO and CFO (or Chief
Accounting Officer). They must certify that the report
fully complies with Section 13(a) or Section 15(d).
They must also certify that the information “fairly
presents, in all material respects, the financial condi-
tion and results of operations of the issuer.”55 The
statute has a bifurcated penalty structure under which
an officer who knows the report does not comport with
Sarbanes-Oxley is subject to one half of the fines and
imprisonment as an officer who “willfully certifies”
compliance “knowing” it does not.56

The Potential Impact of 
Certification Requirements

Because Sarbanes-Oxley requires that senior offi-
cers sign a public document certifying to the effective-
ness of their control and procedures, the certifications
may provide some link between senior management’s
“knowledge” and the adequacy of a company’s con-
trols systems. In addition, there is now required disclo-
sure of problems in those control systems. Both of
these changes could lead to more class action litiga-
tion, particularly because the enhanced disclosure ben-
efits private plaintiffs who are not permitted to conduct
discovery prior to pleading a viable complaint. More
weak controls claims could also appear in derivative
litigation, although courts have typically been loath to
affix liability on board members for failure to super-
vise or monitor senior management in the absence of
intentional or bad faith misconduct on the board’s part. 

Class Action Litigation

Allegations about inadequate internal controls have
always appeared in securities class action complaints.57
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They are usually just add-ons to other fraud allegations
and are ordinarily never at the forefront of the litigation
unless it moves past the pleading stage. The likely reason
is that plaintiffs have difficulty finding support to link
allegedly poor controls to the reckless conduct of senior
management. Now, the CEO and CFO sign the certifica-
tions and, therefore, “make” the statements for securities
law purposes.58 These officers attest, based on their
knowledge, to the effectiveness of disclosure controls
and procedures, and their knowledge may be imputed to
the company under common law agency principles. 

There is no real difference when a signing officer
allegedly knows about an undisclosed fraud at the time
he or she signs the certification, but what about if the
signing officer does not know of, let alone participate
in, a serious accounting violation at the time he or she
signs the certification? Now, plaintiffs may allege that
the officer knew, or was reckless in not knowing, that
the company’s disclosure controls were ineffective and
the internal controls were inadequate because they
failed to detect, identify and prevent violations from
occurring. Some courts have declined to dismiss
claims against outside auditors because, among other
things, they allegedly ignored “red flag” warnings,
such as “incompatible accounting systems” and lack of
adequate general ledger detail. This is precisely the
type of accusation that could now be lobbed against
officers who sign certifications, with or without any
allegation of direct knowledge of or participation in the
underlying wrongdoing. 

The Private Securities Litigation Reform Act of
1995 (PSLRA) requires plaintiffs to plead with partic-
ularity that allegedly false statements were made with
the requisite state of mind.59 The PSLRA also imposes
a stay of discovery until this standard is met.60 The
automatic discovery stay provides tremendous cost
savings to companies, both in litigation expense and
management attention. It also prevents plaintiffs from
conducting the proverbial “fishing expedition” to bolster
their claims. Sarbanes-Oxley requires companies to dis-
close “all significant weaknesses and deficiencies, as
well as “any” fraud involving management or “other
employees who have a significant role in the registrant’s
internal control over financial reporting.”61 As a result,
some periodic reports now contain relatively detailed
descriptions of deficiencies, as well as remediation
efforts.62 Plaintiffs will undoubtedly quote these descrip-

tions, allege the signing officers were reckless in not
knowing about the problems at the time, and use the
detail to try to find support for their allegations. 

Plaintiffs have difficulty 
finding support to link
allegedly poor controls 
to the reckless conduct of
senior management.

Class action plaintiffs typically attempt to support
their claims with anecdotal evidence from anonymous
and often disgruntled former employees.63 Vague asser-
tions of sloppy documentation or inadequate checks
and balances could find their way into complaints to
support claims premised on false or misleading certifi-
cations. While these accounts are usually found insuf-
ficient to allege that a high level officer knew, or was
reckless in not knowing, the purported fraud occurred,
it remains to be seen what (if any) evidential value they
could have regarding knowledge of inadequate con-
trols. Certainly, it is might be easier to find former
employees who can complain about poor controls and
procedures than those who witnessed fraud. If nothing
else, these types of allegations will find their way into
complaints simply in an attempt to lend credence to
other allegations of fraud under the guise of supporting
false certification claims.

Once companies begin to comply with Section 404,
corporate defendants may argue that they relied on the
auditor attestations to the adequacy and effectiveness
of the company’s internal control systems. Such attes-
tations should negate any inference of recklessness,
although this type of argument has had varying success
at the pleading stage.64 Moreover, the SEC has clarified
that there are some elements of “disclosure controls
and procedures” that are not subsumed by internal con-
trol over financial reporting, and the design of the for-
mer is up to the discretion of management. 

More fundamentally, a question arises as to what
false certification claims mean for securities litigation
in general. Since the inception of the federal securities
laws, courts have held that securities fraud claims can-
not be premised on what essentially amounts to corpo-
rate mismanagement.65 Litigating whether a signing
officer knew, or was reckless in not knowing, that a
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particular control system was inadequate comes close
to the edge. For example, the issue could involve the
misconduct of one or more employees, and plaintiffs
could allege the system placed too much reliance on
that employee without adequate secondary review. Yet,
hiring and ultimately vesting trust in employees is part
of managing a business. Cases about internal controls
should not be allowed to erode the PSLRA or the pur-
pose of Section 10(b) for that matter. As the Supreme
Court pointed out, “Section 10(b) is aptly described as
a catchall provision, but what it catches must be
fraud.”66 The failure to design a control system that
provides “reasonable assurance” regarding the reliabil-
ity of financial reporting does not meet this standard. 

Derivative Litigation

It is also possible that plaintiffs who bring deriva-
tive lawsuits will assert more inadequate controls
claims in the wake of these new disclosures. Derivative
lawsuits are typically brought by existing shareholders,
on behalf of a company, against senior officers and
directors, alleging breach of fiduciary duty in manag-
ing the company’s affairs. A breach of the duty to mon-
itor a company could arise from a board decision or
from “an unconsidered failure of the board to act in cir-
cumstances in which due attention would, arguably,
have prevented the loss.”67

In the landmark Caremark case, the court acknowl-
edged that directors have a duty “to attempt in good
faith to assure that a corporate information and report-
ing system, which the board concludes is adequate,
exists.” The court, however, regarded the plaintiffs’ claim
the directors failed to exercise proper supervision, as
“possibly the most difficult theory in corporate law on
which a plaintiff might hope to win a judgment.”68 The
Caremark court held, “only a sustained or systematic
failure of the board to exercise oversight—such as an
utter failure to attempt to assure a reasonable informa-
tion and reporting system exists—will establish the lack
of good faith that is a necessary condition to liability.”69

Since then, courts have routinely dismissed “Caremark
claims” absent an “extensive paper trail” or similar indi-
cia depicting that the directors had direct knowledge of
the wrongdoing.70

Sarbanes-Oxley arguably imposed heightened
duties on members of a company’s board of directors,

particularly those who sit on audit committees, to be
management watchdogs and ensure adequate internal
and disclosure controls.71 Sarbanes-Oxley has already
affected the way the Delaware Chancery Court is view-
ing the conduct of board members.72 Chief Justice
Norman Veasey recently remarked that, while there is
no private right of action for Sarbanes-Oxley viola-
tions, “if and when these reforms are presented as part
of a board’s conduct in a Delaware court where that
conduct is relevant, adherence to these reforms may be
relevant and would be advisable.”73

Conclusion

Nobody, least of all a public company, would sug-
gest that having a more adequate and effective controls
system is a bad thing. Yet, the certification require-
ments will increase the likelihood of a company being
named in private litigation, particularly if its control
disclosure is accompanied by a stock drop.74 Although
the filing of such complaints cannot be prevented, it
could not hurt to include risk factors warning that no
control framework can ever provide absolute assurance
that all instances of fraud will be detected and prevent-
ed.75 Such warnings will not insulate companies from
liability if, in fact, signing officers knew, or were reck-
less in not knowing, about actual fraud or serious prob-
lems that led to it. Yet, every control system is
inherently limited by human error, mistakes in judg-
ment, or individual (or collusive) acts of circumven-
tion. Reminding investors of this reality might at least
limit the company’s “insurer’s liability” when it comes
to the effectiveness of their control frameworks. 
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